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How to connect a LabVIEW device to AWS
loT cloud using WireQueue MQTT Toolkit

This guide assumes you already have created an account at Amazon AWS that has the policy
Administrator Access attached to it.

We start by creating a Thing using AWS's web interface and download the necessary
certificates and keys. Then we will fill in the appropriate URLs and point to the downloaded
files in the LabVIEW example to be able to connect to the AWS IoT cloud.

1. Loginto AWS

@ Amazon Web Services Sign-In x +

= [m] X

> C @ https://us-east-1.signin.aws.amazon.com/oauth?SignatureVersion=4&X-Amz-Algorithm=AWS4-HMAC-SHA256&X-Amz-C... o Y @

aws

N/

Account ID or alias

1AM user name

Accelerate your
Windows workloads
migration with AWS

Test-user

Password

Learn more »

Sign-in using root account credentials
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2. Goto AWS JoT Core

@ AWS Management Console x  +

&« > C @ https;//us-west-2.console.aws.amazon.com/conscle/home?region=us-west-2# LT g U e H

Services v Resource Groups ~ *

wireflow AWS Management Console

AWS services Access resources on the go
Find Services =] Accessthe Management Console
You can enter names, keywords or acronyms. using the AWS Console Mobile
‘ Q | = App.Learn more [4
¥ Recently visited services Explare AWS
@ 1AM [ Billing
= o Visit AWS around the world at a Summit
@ loT Core AWS Organizations

AWS Global Summits bring the cloud
computing community together to connect,
» All services collaborate, and learn about

AWS. Learn more [4

Build a solution Amazon RDS

Get started with simple wizards and automated workflows. Set up, operate, and scale your relational
database in the cloud. Learn more [4

Launch a virtual machine Build a web app
With EC2 With Elastic Beanstalk Amazon SageMaker
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3. Now we must create a “Thing"; Navigate to Manage - Things and click on Register a thing
or Create if you already have registered Things previously

@ AWS loT x  +

« > C & https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/thinghub o ©

wireflow

Services - Resource Groups ~ * _ e 9 Oregon ~ Support|

&P aws ot

®e P

Monitor
Onboard

Manage
Things
Types

Thing Groups

Billing Groups

Jabs

Greengrass . .
You don't have any things yet
Secure
A thing is the representation of a device in the cloud.
Defend
Act
( Register : thing

Test
Software
Settings
Learn
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4. Click Create a single thing

@ AWS loT x  +

« = C & https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/create/provisioning be @

aws Services v Resource Groups ~ * L\ Test-user @ 9532-632

6 v Oregon ~ Support|

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS leT. Learn more.

Create a single thing

Register a single AWS loT thing
Create a thing in your registry

Bulk register many AWS loT things

Create things in your registry for a large number of devices already using AWS Create many things
loT, or register devices so they are ready to connect to AWS loT.

Cancel Create a single thing

@ Feedback (@ English (US) Privacy Policy Terms of
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a. Give the thing a name (e.g. “cRIO1") and click Next

AWS loT x  +
]

« > @ httpsy//us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/create/single-pro... ¥ w o H

Services Resource Groups ~

wireflow

CREATE A THING

Add your device to the thing registry

This step creates an entry in the thing registry and a thing shadow for your device.

/_\\

Name

cRIOT

\

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types
provide things with a common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected - ate a type

Add this thing to a group

Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

Set searchable thing attributes (optional)
Enter a value for one or more of these attributes so that you can search for your things in the registry.

Attribute key Value

Provide an attribute key, e.g. Manufacturer Provide an attribute value, e.g. Acme-Corporation Clear

Show thing shadow ~

Cancel
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5. Create a certificate and keys using One-click certificate creation

AWS IaT x  +
]

&« = C B httpsy//us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/create/single-provi...  ¥r 0

Services ~ Resource Groups ~ *

wireflow

TE A THING

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's Create certificate
certificate authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private 4. Create with CSR

key you own.

Use my certificate

Register your CA certificate and use your own certificates for one or many m

devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can Create thing without certificate

connect to AWS loT.
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Download Certificate files and key files (4 in total). The root CA cert for AWS loT file is
called AmazonRootCA1.pem on disk

Click Activate to activate the certificate

Click Attach a policy

AWS 1oT x 4+
@

« = C & https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/certificatehub ¥ w

Services Resource Groups *

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys
cannot be retrieved after you close this page.

In order to connect a device, you need to download the following:

A certificate for thi

‘ce ificate for this ff56758eb7.cert.pem
thing
A public key ff56758eb7.publickey
A private key ff36758eb7.private.key

You also need to dg oatrwqot CA for AWS loT:
A root CA for AWS IQI Download

Cancel “ Attach a policy b

@ Feedback (@ English (US) Privacy Policy ~ Terms of Use
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9. We don't have any policies to attach just yet, so click Register Thing at this point.

AWS loT x  +
@

&« > C 8@ https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/create/single-prov... g w

Services Resource Groups v * Test-us: 9 Oregon ~

TE ATHING

Add a policy for your thing

Select a policy to attach to this certificate:

No match found
There are no policies in your account.

‘ Register Thing '

0 policies selected

@ Feedback (@ English (US) Privacy Policy ~ Terms of Use
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10. Navigate to Secure > Policies and then click Create a policy

AWS loT X+
@

&« - C & https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/policyhub P @

Services ~  Resource Groups * L\ Testuser@

wireflow

&p aws o7

Monitor /_\
Onboard

Manage

Greengrass

Secure \/

il iiﬂcates

CAs

le ali ..
ol Alimses You don't have any policies yet
Authorizers

AWS loT policies give things permission to access AWS loT resources (like

pefend other things, MQTT topics, or thing shadows).

Act

Test Sreatea policy

Software

Settings

Learn
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11. Fill'in the form (name below is just an example):
e Name ="AllowAll"
e Action ="iot:*"
e Resource ARN ="*"

12. Check Allow and click Create

AWS 16T x  +
@

« > C 8@ https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/create/policy 1 0

Services Resource Groups ~ * _ Test-user @ 9532

(_
Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic
filters). To learn more about loT policies go to the AWS loT Policies documentation page.

Name
AllowaAll

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

iot:*

' Resource ARN )
*
Effe

‘ Allow’ Deny

Add statement

@ Feedback (@ English (US)
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13. Navigate to Secure > Certificates and click on the certificate you just created

@ AwsoT

« > c

€ aws ot

Monitor
Onboard
Manage
Greengrass

Secure
Certificates
Policies
Chs
Role Aliases

Authorizers
Defend
Act
Test
Software

Settings

Learn

@ Feedback

*

Services

@ English (US)

+

Resource Groups ~ *

Certificates

[TT]

ff56758eb75a6c8122...

ACTIVE

& https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/certifi...

n

w 9

Test-user @ 95

Privacy Policy Terms of Use

D fi56758eb7-privat.. key

D fi56758eb7-public...key

5 #se75eb7-certific..ct A
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14. Navigate to Policies and in the drop-down menu called Action on the right, choose
Attach policy

AWS I5T x  +
@

& (& 8 https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/certifi.. ¥ w

Services Resource Groups ~ *

tes > ff56758eb75a6c81222d... L,La

ff56758eb75a6c81222df9207de3aedec53d8c9b4dca7160bd2ffe4...

ACTIVE

Actions ~

Details Policies Deactivate
| Revoke
I There are no policies attached to this certificate.
Things

Non-compliance

Attach policy

Attach thing
Download

Delete

@@ Feedback (@ English (US) Privacy Policy ~ Terms of Use

[0 #ss7seeb7-privat..key ~ [0 #ss75eeb7-public...key ~ #56758eb7-certific..crt Showall X



https://www.wireflow.se/

13

15. Check the newly created policy AllowAll and click Attach

AWS loT x +
@

& c & https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/certifi.. ¥ @

wireflow

Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

ff56758eb75a6c81222df8207de3aed4ec53d8c9b4dca7160bd2ffe4349945057

Choose one or more policies

AllowAll

1 policy selected

[ #se758eb7-privat. key ~ [ #s6758eb7-public..key ~ 5 #se75eb7-certific..ct A Showall X
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16. Navigate to Manage - Things and click on the Thing you just created

= O *
@ AwsloT x  +
« > C & https:;//us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/thinghub 1 0
l.UIreflOl.U R A = R [\ Testuser @ 0532-6320-3286 v  Oregon v  Suf
G ansior Things =
Configure
Monitor Search things fleet @ Card ~ @
indexing
Onboard
.es
Manage cRIOT
Types

Thing Groups
Billing Groups

labs
Greengrass
Secure
Defend
Act

Test

Software
Settings

Learn

@ Feedback (@ English (US) Privacy Policy ~ Terms of Use

WireFlow AB

Theres Svenssons gata 10
SE-417 55 Goteborg
Sweden

www.wireflow.se

Application note no. 18
AB0005-112, rev A



https://www.wireflow.se/

15

17. Navigate to Details and take note of its Amazon Resource Name (ARN)

@ AwsloT x  +

&« C 8 https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/thing/cRIO1 ¥ @

Services - Resource Groups + * 6 -

wireflow

cRIO1

NO TYPE .
Actions ~

| Thing ARN Edit

Security

A thing Amazon Resource Name uniguely identifies this thing.

Thing Groups

Billing Groups

Shadow
Type
Interact
Activity Q Notype see
Jobs
Violations

Defender metrics
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18. Navigate to Interact and take note of its Rest APl Endpoint that is to be used as Server
Name

@ AwsloT x  +

« > C 8 https://us-west-2.console.aws.amazon.com/iot/home?region=us-west-2#/thing/cRIO1 ¥ @

Services v Resource Groups ~ * n <

cRIO1

NO TYPE .
Actions ~

Details This thing already appears to be connected. Connect a device

Security

Thing Groups HTTPS

Billing G
fing froups Update your Thing Shadow using this Rest APl Endpoint. Learn more

Shadow
Activi
o MQTT
Jobs
Use topics to enable applications and things to get, update, or delete the state information for
Violations

a Thing (Thing Shadow) Learn more
Defender metrics

Update to this thing shadow

@ Feedback (@ English (US) ] y  Terms of Use

Now we have performed all actions and gathered all information we need to connect to the
AWS IoT. Verify functionality by running the MQTT_BasicExample.vi installed with the WF
WireQueue-MQTT vipm-packet. Fill in the following parameters in the front panel:

e Configuration = Manual Configuration
e Server IP = <Rest APl Endpoint name>
(e.g. agchprjh9akot-ats.iot.us-west-2.amazonaws.com)
e Port=8883
e Communication type = TCP/IP (TLS)
e CA-bundle.crt = <Amazon root CA> (e.g. AmazonRootCA1.pem)
e Client.crt = <client certificate> (e.g. ff56758eb7-certificate.pem.crt)
e Client.key = <client private key> (e.g. ff56758eb7-private.pem.key)
e C(lient ID = <Amazon ARN> (e.g. arn:aws:iot:us-west-2:953263293286:thing/cRIO1)
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MQTT_BasicExamplevi Front Panel
File Edit View Project Operate Tools Window Help

@ & (1) 1 [15ptApplication Font ~ | §o Tav v db

+| Search Q 9

TaTT
EazIC

1. Select a prec d test session or select manual to enter your awn details|

Configuration

Select a example configuration or specify connection settings

a Manual configuration

The following steps are only needed to configure the settings |
2. Specify Server IP and port
Server [P Port .33333

Iagchprjh‘)a kOt-ats.iot.us-west-2.amazonaws.com

Clean session reconnect?

@

Clean Session

@

3. Specify Type of ¢ ication|

LS level (Full TLS)
ﬂ Full TLS check

Communication type
.aTCPIIP (TLS)

4. If TLS encryption is used, specify CA-bundle (to identify the server), and optionally the Client
certificate and private key

Generate your own mosquitto client certificate at http://test. mosquitto.org/ssl/

CA-bundle.crt (" = default)
. Ch\_swnhACOO075 loT LabVIEW-driver\source\APl\Exampleshaws\AmazonRootCAT.pem lﬂ
Client.crt (" = not used)

. CA_svn\ACO075 loT LabVIEW-driver\source\API\Examples\aws\ff56758eb7-certificate.pem.crt Iﬂ
nt.key ("" = next to Client.crt)

.C:\_svn\AODD?S loT LabVIEW-driver\source\API\Exampl

\ff36738eb7-private.pem.key IH

5. Specify Client ID, user name and |

Client ID (Cannot be empty)
l am:aws:iotus-west-2:953263293286:thing/cRIO1

User name

Password

Run the VI and see the timestamps for the messages

QoS (At most once)
rj| At most once

error out

Received topics

e |Gz

CEr
CEEm G
G G
Gz s

CEE CEE

o G
ermaan [

That's all! Now you are connected to the AWS |oT cloud from your LabVIEW client!
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